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Premise

In classic blockchain networks there is one single “master” chain where everything is recorded and shared with all the 
users of the network. Not only does this require every user to constantly sync the entire chain and store all the trans-
actions throughout the network which requires a vast amount of storage space, it also impacts the scalability and the 
network throughput. The use of private chains where every user creates his own chain that only contains the transac-
tions directly related to the user’s address(es) will eliminate a lot of the throughput and scalability issues currently 
found in “traditional” blockchains. Furthermore, it will provide additional privacy to users since transaction data is only 
shared between users and not the entire network.

BLOCKCHAIN NETWORKS
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Classic Blockchain Networks (single chain)

• record all transactions 
• share the data with users of the network
• users must constantly sync with the entire chain 
• users must store all transactions that occur on the network

Vast amounts of storage space requirements

Limited network throughput and scalability

Private-Chains Networks (personalized chain)

• transaction data is only shared between users (not the entire network) 
• only contain transactions directly related to the user's address(es) 

Elimination of the throughput and scalability issues currently found 
in “traditional” blockchains

Additional privacy to users 

*

* All the transaction data that is recorded in the chain is shared with every user of the network

** Private Chains (in which every user creates his/her own chain)
only contain transactions directly related to the user's address(es)

* *

*
*

***

*

**

** **

**

**

**
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Principle

In a private chain network, every user is responsible for mining their own chain and providing the evidence for the 
origin of the data that is being transacted. The entire network consists of an unlimited number of private chains that 
interlink during each individual transaction. 

The private chains are part of the transaction tree where the private chains are the branches and with each new 
transaction a knot between the private chains involved in that transaction gets added to the tree, creating a unique 
path back to the root of the tree (base chain link) for that particular transaction.

TRANSACTION TREE

Root (base chain link)

Transaction
Transaction

Private Chain

Private Chain & Old Transactions

New Transaction
a new transaction entering the network is like  a new knot 

being added to the tree. This knot creates a unique path back 
to the root of the tree (the base chain link) for that particular 

transaction. private chains can be thought of as part of a transaction tree, 
one in which private chains are branches and each new 
transaction is a knot between the private chains involved in 
that transaction
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The paths back to the root for a transaction can (partially) overlap with the path of another transaction in the tree.      
A user’s private chain is in fact a map of all the unique paths for each transaction the user was involved in.

TRANSACTION TREE

Overlapping Transactions
The paths back to the root of each transaction may  
(partially) overlap with the paths of another transaction 
within the tree. As a result, each user’s private chain 
can map all the unique paths associated with each 
transaction the user has been involved in.

Root (base chain link)

Transcaction 2

Transcaction 3

Transcaction 1
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When a user wants to transact data to another user, they will show the other user that they are in fact the owner of 
the data’s path endpoint at that time of the transaction as well as provide the proof for the origin of the data. Meaning 
that every user receiving data in a transaction will be able to verify the sender is allowed to “spend” this data as well as 
trace the data back to its origin proving its existence.

TRANSACTION TREE

Mining
In a private chain network, every user is responsible for 
mining his/her own chain. In addition, he/she must also 
provide evidence for the origin of the data being transacted. 
This allows for an unlimited number of private chains to   
interlink with each other during an individual transaction. 

Root (base chain link)

User 3
Transcaction 3

Transcaction 2

User 2

Transcaction 4

User 4

User 1

Transcaction 1

Transcaction 5

User 5

Chain 3

Chain 2

Chain 1

Chain 4

Chain 5

Data Transmission Between Users
When transmitting data to another user, the sender must first prove to the recipient 
that they own the data path’s endpoint (providing proof for the origin of the data as 
well). Likewise, every transaction recipient will need to verify that the sender is allowed 
to “spend” the transaction data as well. The recipient will also be able to trace the data 
back to its origin (thus proving its existence).

User 2

Transcaction 4

User 4

Chain 2

Chain 4
Data

Data endpoint

User 2User 4

DATA
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In a private chain network, the burden of proof lies solely with the person sending the data. The reliability and trust of 
the proof is provided by the network's consensus protocol. If a user tries to send invalid data, it will lead to invalidat-
ing that user’s private chain since it will be impossible for any receiver to verify either the ownership or the origin of 
the data. Accepting invalid data in turn will also lead to invalidating one’s private chain as it will be impossible to 
spend the invalid data since the required proof for the valid origin of the data will not exist.

User 2User 4

SENDING 
INVALID 

DATA

User invalidates their own private chain
Sending Invalid Data
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Creating transactions

In order to create a transaction, the user needs to mine a new block to his private chain which includes the            
transaction.

Chain syncing

Before a user can mine a new block, the user needs to sync his private chain with the network. This requires the user 
to add all Masterhashes created by the PoH process since the last time the user was synchronized with the network. 
To get these Masterhashes the user will connect to the node network where the user can download the missing 
Masterhashes. When the user has synced his/her private chain, the user can now mine a new block to his/her chain. 
For comparison, a year's worth of Masterhashes will require +/- 16 MB compared to the dozens of GB in a traditional 
blockchain network. Not only will this make the syncing process exponentially faster than a classic blockchain 
network, it will also cut down signi�cantly on the storage required to keep in sync with the rest of the network.

CHAIN SYNCING

To sync their private chain with the network, the 
user must �rst add all the Masterhashes created 
by the PoH process

(have a look at the “PoH Consensus” diagram)

creates a master hash with all the TSDFPs for 
which the consensus could be con�rmed.       It 

then presents it to the controllers of the location 
in the decentralized storage selected to store the 

master hash for that time period

highest priority Checkpoint

verify if the checkpoint presenting the master 
hash has the highest priority in the last group and 
verify the created master hash before the master 

hash is stored

Shared Storage Controllers

#
presents the master hash

the master hash is stored

if 
re

je
ct

ed

if approved

will be selected pseudo-randomly
new Shared Storage Controller #

presents the master hash

repeats the process. If no master hash is 
added within the prede�ned time frame, 

an empty hash will be added.

highest priority Checkpoint

User

User �rst syncs their 
private chain with the 
network

sync

private chain

User

private chain

new block

after syncing is done, the user will be able 

to mine a new block to their private chain

page xypage 9
WWW.ANUUTECH.COM

www.anuutech.com/investors


Block mining

To mine a new block to a private chain the user must use a valid block template that was created when the previous 
block was mined. A valid block template contains a backwards pointer to the previous block and a unique template 
validator that can be found in the previous block which serves as a forward pointer from the last block to the block 
template. The first phase of the block mining is to acquire a new unique block template validator for the next block 
template.

BLOCK MINING

Block Template

Backwards Pointer 

Forward Pointer 

Unique Template
Validator 

User

private chain

new block

private chain
user using the valid block template 

new block

last mined block pre-last mined block

the mining of the last block 
creates a valid block template 

A valid block template 
contains  

• a backwards pointer to the previous block 

new block last mined block

• a unique template validator 

serves as a forward pointer from the

last mined block to the block template
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This new unique block template validator is generated by the node network based on the last validated block in the 
private chain. The last validated block in the private chain proves the user has paid the fee for a new block template 
validator and this block will be added to the private chain of the reward pool. By adding the block to the private chain 
of the reward pool it is impossible to get a second unique block template validator using this block.

If the user did not pay the required fee for the previous block, the user will not receive a new unique block template 
validator and it will be impossible for the user to mine a new block to their private chain.

next block template

New and unique block template validator acquisition 

(based on the last validated block in the private chain)
User

private chainthe last validated block 
in the private chain

BLOCK MINING

private chainlast validated block

FEE 
paid
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ov
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private chain of the reward pool 

block is added to the private chain of the reward pool, thus making it 

impossible for a second unique block template validator to employ this block

private chain
Not paying the fee means the user is not receiving a new, unique 

block template validator. Impossible to mine a new block to user’s private 

private chain

last validated block

FEE
not paid

user did not pay the fee

for the previous block
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Sending transaction

Once the user has successfully mined a new block, the user can now send this noti�cation of this new block to all the 
recipients of the transactions included in this block. This can be done by either directly sending noti�cation to these 
recipients or by using the decentralized messaging service o�ered by the node network.

User

user adds their acquired unique block template validator

to the active template 

active template new block template

serves as a forward pointer to the new block template

a block hash is created, thus “locking” the block’s content

User

user adds all the transactions intended for this block 

(users can add unlimited transactions to each block)

active template

#
block hash

block hash makes user acquire a PoH 

consensus hash from the node network#
Block Hash

#
PoH

Consensus Hash

a block hash is created, thus 

“locking” the block’s content

block becomes immutable

block template is spent

Next the user will add the acquired unique block template validator to the active template which will serve as a 
forward pointer to the new block template. The user will also add all the transactions intended for this block and 
create a block hash, “locking” the content of the block. It is important to note that a user can add an unlimited amount 
of transactions in each block and that the fee for 1 block is a fixed amount regardless of the number of transactions 
included in the block. With this newly created block hash, the user will acquire a PoH consensus hash from the node 
network. Once the PoH consensus hash has been acquired and the Masterhash containing this PoH consensus hash 
has been generated by the node network, the new block is unchangeable, and the block template is spent. By 
creating a new block, a new block template has been generated as well containing the blockhash of the newly 
created block which serves as a backwards pointer and the newly created unique block template validator which was 
included in the newly created block and serves as a forward pointer from the newly created block to the new block 
template.

BLOCK MINING

#Block Hash

#PoH
Consensus Hash
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Block seeding

Since every user is required to provide the necessary proof for the origin of the data used in the transactions the user 
has the option to either provide this information directly to the recipients of the data in the transactions or by using 
the decentralized block seeding service o�ered by the node network.

Accepting transactions

Receiving transaction noti�cation, the user will receive a noti�cation of a transaction in which they are the receiver 
either directly from the sender or from the decentralized messaging services o�ered by the node network. This 
noti�cation will contain the blockhash of the block which includes the transaction.

Chain syncing

Before a user can accept a transaction, they �rst need to sync their private chain with the network by downloading all 
the new Masterhashes that were generated since the last time the user was synchronized with the network.

*can be achieved by directly sending notification to these recipients or by using the decentralised messaging service offered by the node network.

New mined block
User

User 1 User 2

User 4

User n

User 3

notifies all the recipients of the

transactions included within the block*

transaction recipients

RECEIVING TRANSACTION NOTIFICATIONS

transaction recipients receive

notification of an imminent transaction* 

*either from the sender or from the decentralized messaging services offered by the node network

User 1User 2

User 4

User n

User 3

transaction recipients

#
Block Hash

(contained in the transaction notification)
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Chain integrity validation

Secondly, the user will verify the chain integrity of the sender’s private chain ensuring that the transaction is included 
in a valid block of the sender’s private chain. The user can use both forward and backward pointers included in the 
blocks to verify the chain integrity of the sender’s private chain. The user only needs to check the chain integrity of the 
chain from the block containing the transaction to the block that included the previous transaction received from the 
same sender.

Block validation

PoH validation

Before validating the transaction, the user will first verify the integrity of the block containing the transaction. 
While blockhash will provide proof for the integrity of the block itself, the PoH consensus hash related to the 
blockhash will provide proof of the integrity of the blockhash. The Masterhash created for the time period in which 
the PoH consensus hash was created will provide proof of the integrity of the PoH consensus hash itself.

PoH VALIDATION

#
Block Hash

provides proof of the integrity of the Block Hash

#
Master Hash

#
PoH

Consensus Hash
(related to the Block Hash)

provides proof of the integrity of the PoH Consensus Hash 

provides proof for the integrity of the block 

#Master Hash
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Transaction validation

Data ownership validation

In order for someone to be able to “spend” data, they need to sign it with the private key for the address holding the 
data at the moment of the transaction. The receiver of the data can verify with the public key for that address if the 
data was signed with the correct private key.

DATA OWNERSHIP VALIDATION

Data

Private Key

Public Key *for the address holding the data at the moment of the transaction
**for that address 

User signs data

with private key 

DataPrivate key*
User

Data receiver
Public key** Private key

Data receiver

“spends” data

Data
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Data origin validation

A receiver of data will also check the origin of the data to make sure that the data originated from a valid source and 
that the sender was the valid owner of the data. Therefore, the receiver will need to back trace the data to the last 
known shared knot for the data. If there is no shared knot for the data, then the origin needs to be traced back all the 
way to the root of the transaction tree.

DATA ORIGIN VALIDATION

Data senderData receiver

receiver checks that the sender

was the valid owner of that data

TRANSACTION TREE

Data origin validation
The recipient back-traces the data to the 
last known shared-knot for the data

Root (base chain link)

Chain 2

Chain 4

Data receiver

Transcaction 2

Data sender

Transcaction 4

(DATA) last known shared-knot

Data origin validation
Aside from checking the origin of any received data (to ensure that the data originated 
from a valid source), data receivers will also need to check that the sender was the 
valid owner of that data. The receiver can achieve this by back-tracing the data to the 
last known shared-knot for the data. 

Data receiver

Transcaction 4

Data sender

Chain 2

Chain 4

Da
ta

 tr
ac

ed
 b

ac
k t

o last known shared-k

not

Data endpoint

Data receiverData sender

DATA

(DATA)

last known shared-knot 
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The receiver will trace back the data using the transactions related to the origin of the data and verify if the inputs and 
outputs of the connected transactions found in the traceback are valid. In order to check if the coins are not the result 
of a double spending, the receiver would verify if the inputs used in the transactions related to the origin of the data 
have not been used in more than one block of the chains involved in the various transactions related to the origin of 
the data.

It is up to the validator to choose how far back he/she will do this verification. The receiver can base this choice on 
how trustable he believes the sender is. The deeper the verification is done; the more time is required to execute the 
verification. However, it is advised to always perform a complete validation of the entire data origin. Accepting data 
that fails validation on a deeper level than the receiver has validated will result in the rejection of transactions that 
include this data by receivers that will verify the entire origin of the data.

DATA ORIGIN VALIDATION

Inputs

*related to the origin of the data

Data receiver

verifies if the inputs used in any transactions

have not also been used elsewhere
Inputs* Data

private chain 1

private chain 3

private chain 2

pa
rti

al 
ve

rif
icatio

n

(le
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 tim
e, 

ris
kier)

 (m
ore time, safer)

deep verification
private chain 1

private chain 3

private chain 2

private chain 4

private chain 6

private chain 5

private chain 7

private chain 9

private chain 8

partial verification
•riskier
•time n

deeper verification
•safer

•time m

deepest verification
•safest
•time o

n<m<o
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When a receiver detects that a sender is using data for which no complete origin verification can be done, they will 
report this sender to the network’s decentralized network, which can then take action towards the untrustable 
sender. If the receiver can validate the data ownership and can validate the data origin the recipient can use the 
received data for future transactions. The receiver will also store the collected validation proof to provide proof for 
future transactions with the received data.

DATA ORIGIN VALIDATION

Data senderData receiver

data receiver accepts data on 

a deeper level than he has validated 

Data origin validation
Accepting data that fails validation on a deeper level than the 
receiver has validated has deeper consequences, namely the 
rejection of any transactions that include this data.

Chain 2

Chain 4

TRANSACTION TREE

Root (base chain link)

Data receiver

Transcaction 2

Data sender

Transcaction 4

(DATA)

Data origin validation
The transactions that include this data are all rejected

Data receiver

Transcaction 4

Data sender

Chain 2

Chain 4

Data endpoint

Data receiverData sender

DATA

(DATA)

Transcaction 4a

Transcaction 4b

Transcaction 4d

Transcaction 4g

Transcaction 4l

Point A 

Point B 

Point A - Data receiver has
validated up to this point

Point B - Data is accepted on this point,
deeper than where it has neen validated (point A)

(DATA)
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If the receiver can not validate the data ownership and/or the data origin it will be impossible for the receiver to use 
this data in a future transaction since they will be unable to provide the necessary proof of ownership and origin of 
the data. As long as the receiver does not use the received data in a new transaction, the received data will not be 
visible on the chain of the receiver.

DATA ORIGIN VALIDATION

Decentralized
Network

Action

Data senderData receiver

data receiver detects that a sender is using data

for which no complete origin verification can be found

(DATA)

reports this sender to the network’s decentralized network

Data receiver Decentralized Network

Decentralized Network Data sender

network takes action against this untrustworthy sender

DATA ORIGIN VALIDATION

Data receiver

can validate data ownership 

can validate data origin

Data

(received data can be used for future transactions)

Block Template Unique Template
Validator 

(The recipient can also store the collected validation proof for any 

future transactions that might involve the received data)

Data receiver

can not validate data ownership 

can not validate data origin

Data

(received data can not be used for future transactions)
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Glossary

Block Mining:  

Block Template Validator:  

Blockhash:  

Classic Blockchain:  

Decentralized Messaging:  

Masterhash:  

PoH:  

Private Chains:  

Reward Pool:   

Shared Knot:   

Transaction Tree:  

Trustability of Proof:  

Bitcoin miners receive Bitcoin as a reward for completing "blocks" of verified 
transactions which are added to the blockchain.

Is generated by the node network based on the last validated block in the private 
chain.

The primary identifier of a block is its cryptographic hash, a digital fingerprint, made 
by hashing the block header twice through the SHA256 algorithm. The resulting 32-
byte hash is called the block hash but is more accurately the block header hash, 
because only the block header is used to compute it.

A blockchain where a single "master" chain records all the transactions and shares the 
date with users in the Network.

No centralized server or single points of failure that can be compromised or  shut 
down.

The Master hash is the result of running true all phases of the PoH consensus   before 
being stored.

Proof of Hash, it is a network consensus protocol that provides trustable unalterable 
proof of the existence of a data subset at a given moment in time.

Only contain transactions directly related to the user's address(es).

Miners receive coins out of the reward pool for working in the network.

Shared piece by two clients in a private network.

Running different tasks that have no transactional connection. Each branch is its own 
transaction tree without any connection to other branches.

To the extent you can trust the proof that is given.

All documents, reports and other incidental or derivative work or materials furnished here in remains the sole property 
of AnuuTech. None of the documents, reports and other incidental or derivative work or furnished materials shall be 
used by the reader without the express written consent of AnuuTech.
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